Privacy & Security Resources
framinghamlibrary.org/tech

Passwords

www.passwordrandom.com -
Can help you generate complex
passwords out of numbers,
letters symbols, and even help
you create pronounceable
passwords
http://rumkin.com/tools/password/
passchk.php - Find out how
strong your passwords are and
what kind of effort it might take
someone to guess them
http://world.std.com/~reinhold/dic
eware.html - This is a guide to
creating Diceware passwords
which are easy to remember, but
hard to guess
https://haveibeenpwned.com -
Enter your email address and/or
password to see if any of your
accounts have been
compromised
https://www.turnon2fa.com - This
site will show you how to turn on
2 factor authentication for sites
that offer it.

Web Browsing

https://www.eff.org/https-everywh
ere - Browser extension for more
secure browsing using encryption
https://www.eff.org/privacybadger
- Browser extension for blocking
spying ads and invisible trackers.
https://www.ublock.org/ or
https://adblockplus.org/ - Blocks
ads from tracking you/interfering
with your browsing experience.

Email

https://www.guerrillamail.com/ - A
temporary email address for one
time signups.
https://kb.iu.edu/d/arsf - More
information on phishing attacks
and how to avoid them.

Google & Facebook

https://myactivity.google.com -
See what information Google
keeps on your activity.
https://www.google.com/maps/tim
eline - If you have location history
on and are using a smartphone,
Google will show you everywhere
you’ve been.
https://adssettings.google.com -
See what kinds of topics Google
thinks you like and manage your
ad settings.
https://takeout.google.com -
Download your data from Google.
https://www.techlicious.com/tip/co
mplete-guide-to-facebook-privacy
-settings/ - This guide walks you
through updating your Facebook
privacy and security settings.

Other Links

https://ssd.eff.org/ - Guides and
more information for keeping
yourself safe and secure online.
https://www.zdnet.com/article/sim
ple-security-step-by-step-quide/ -
Tips for protecting your privacy
from hackers and spies.
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